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St. Michael and All Angels Church, Sandhurst

Data Protection Policy

. Introduction

The protection of personal data is enshrined in UK law, but it is also a moral responsibility that
St. Michael and All Angels Church, Sandhurst takes seriously. Embedding data protection
within the organisation benefits St. Michael and All Angels Church, Sandhurst and alll
individuals who interact with us, by enabling a uniform and consistent decision making,
building a culture of awareness and responsibility, making personal data management and
infrastructure more resilient; and, through transparency and accountability, instilling trust and
confidence in individuals when they provide us with their data, and ensuring their rights and
freedoms are upheld. Data refers to all information where a person is identifiable and this
includes images.

Purpose

The purpose of this policy is to describe the steps that St. Michael and All Angels Church,
Sandhurst are taking to comply with data protection legislation, to ensure that our
compliance with the relevant legislation is clear and demonstrable. We also have a
specific page on our website summarising this and it is found here http://www.stmichaels-
sandhurst.org.uk/data-protection.htmil

This policy is also intfended to provide us with measures for ensuring that risks to individuals through
misuse of personal data are minimised, such as:
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e personal data being used by unauthorised individuals through poor security or
inappropriate disclosure;

e individuals being harmed by decisions made using inaccurate or insufficient data;

e individuals being uninformed by lack of tfransparency leading to unlawful practice;

e the invasion of privacy due to over-collection or over-retention of data.

Scope

This policy applies to St. Michael and All Angels Church, Sandhurst, which includes Rector
and the PCC. We expect all those processing personal data on behalf of St. Michael and
All Angels Church, Sandhurst to act in accordance with this policy when engaged in the
business of St. Michael and All Angels Church, Sandhurst. The Rector and PCC have
agreed to work as joint data controllers for data protection purposes.

Definitions

a. Data Subject - The individual to whom the data being processed relates.
b. Data Controller - A body or organisation that makes decisions on how personal data
is being processed. Data Controllers almost always also process data.
c. Data breach - any occasion when personal data is: accidentally or unlawfully lost,
destroyed, corrupted or disclosed; accessed or passed on without proper
authorisation; or made unavailable (through being hacked or by accidental
loss/destruction.
Data Processor
e. Personal data is any information about a living individual, which is capable of
identifying that individual:
i. on paper as well as digital/electronic
ii. images as well as text (e.g. photos, CCTV)
ii. don't forgetindirect
f. Special Categories of Personal Data (also known as Sensitive Personal data) are
specific types of data that require additional care being taken when processing. The
categories are race; ethnic origin; politics; religion; trade union membership; genetics;
biometrics (where used for ID purposes;) health; sex life; or sexual orientation. Data
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relating to Safeguarding are considered to be Special Category under the legislation
where processing of this data is necessary for the purposes of

i. Protecting an individual from neglect, or physical, mental or emotional harm or
i. Protecting the physical, mental or emotional well-being of an individual

i. Where the individual is aged under 18 or

iv. Aged 18 or over and at risk

2. Policy Statement
Personal data that St. Michael and All Angels Church, Sandhurst collects, uses, stores, tfransfers,
shares and disposes of must be handled in line with the policy.

2.1 Principles of Data Protection

a.

Data is processed lawfully, fairly and in a transparent manner in relation to the data
subject, through the provision of clear and transparent privacy notices and
responses to individual rights requests.

Data is collected for specified, explicit and legitimate reasons and not further
processed for different reasons incompatible with these purposes. Data that is stored
and used for archiving purposes in the public interest, scientific or historical research
or statistical purposes will be managed by St. Michael & All Angels Church Sandhurst
and stored in line with the guidance issued by the Church of England in “Keep or
Bin'" and stored both in the parish and/or at the Berkshire Record Office.

. Data is adequate, relevant and not more than is necessary (data minimisation

principle) to complete the task for which it was collected and will be subject to
regular review of data collection and processing needs.

Data is accurate and up-to-date

. Data is not kept for longer than is necessary (storage limitation principle) to

complete the task for which it was collected. St. Michael & All Angels Church
Sandhurst follows the retention guidance in “Keep or Bin”

Data is kept secure (integrity and confidentiality principle), with appropriate
technical and organisational measures to protect against unauthorised or illegal
processing, accidental corruption, loss or disclosure of personal data.

22 Collecting personal data
Data protection legislation requires that the collection and use of personal data is fair and
transparent. If we acquire any personal data related to an individual (including employees,
officer holders, volunteers, suppliers, supporters or other external contacts), either directly
from the data subject or from a third party, we must do so in line with the above ‘Principles
of Data Protection

23 Privacy Notice
Individuals have the right to be informed about the collection and use of their personal data
and St. Michael and All Angels Church, Sandhurst will be open and transparent about our
use of personal data in line with this Policy. We shall create and maintain a privacy notice,
covering our data processing activities relating to personal data, and we will provide this to
individuals at the fime we collect or significantly amend their personal data. Our current
privacy nofice is attached to this policy as Appendix 1 and can also be found on our website.

24 Lawful Basis for collecting and holding data

1 Keep or hin — the care of church records found at https://www.churchofengland.org/sites/default/files/2017-
11/care_of parish_records_keep_or_bin_-_2009 edition.pdf
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Personal data must only be processed once we have identified an appropriate lawful reason
to do so. The six lawful basis for processing are below. No single basis is better or more
important than others.

The examples in this section are samples only and not an exhaustive list.

2.4.1 Legitimate interest — needed for performance of main business, and ‘balance of interests’
E.g. rota distribution list
The processing is necessary for your legitimate interests or the legitimate interests of a third
party unless there is a good reason to protect the individual's personal data which
overrides those legitimate interests.

2.4.2 Necessary to fulfil contractual obligation
E.g. hirers of Pastoral Centre
The processing is necessary for a contract you have with the individual, or because they
have asked you to take specific steps before entering into a contract.

2.4.3 Legal obligation of the data controller
E.g. gift aid records, registers (baptisms, banns, funerals)
The processing is necessary for you to comply with the law (not including contractual
obligations).

2.4.4 Data subject has given consent
E.g. Next of kin for funerals so they can receive memorial service invites.
The individual has given clear consent for you to process their personal data for a specific
purpose.
If Consent is used it must be valid (freely given, unambiguous, actively selected, can easily
be withdrawn); Both giving and withdrawing consent must be recorded.

2.4.5 Needed to protect vital interests (i.e. someone’s life) of the data subject
E.g. Safeguarding
The processing is necessary to protect someone’s life.

2.4.6 Public task
The processing is necessary for you to perform a task in the public interest or for your official
functions, and the task or function has a clear basis in law.

3. Rights of Individuals
Data protection legislation gives individuals specific rights regarding their personal data.
e Right to be Informed; Informed about the collection and use of their personal data
(transparency)
e Right of Access (a.k.a. Subject Access Request) may be made verbally or in writing.
One month to respond. No fee.
¢ Right to rectification Correcting inaccurate data
¢ Right to erasure (right to be forgotten)
¢ Right to restrict/suppress processing In certain circumstances: store data but not use
it
e Right to Data Portability Ease of movement between IT environments
¢ Right to Object Absolute right with regard to direct marketing
Rights in relation to automated decision-making and profiling

4. Data Protection Impact Assessment
St. Michael and All Angels Church, Sandhurst has adopted the principle of privacy by design.
All new projects, updated processes or significantly changed systems that require the use of
personal data and may pose a high risk to data subjects, will be subject to a Data Protection



Impact Assessment (DPIA). A DPIA template is available here https://ico.org.uk/for-
organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/data-
protection-impact-assessments-dpias/how-do-we-do-a-dpia/#how?2

5. Data Sharing
As a data controller, we recognise that when we share personal data with third parties, we are
responsible for:

e ensuring the third party complies with GDPR, and

e stating any constraints or requirements about what the third party can or cannot
do with our data.

When sharing or disclosing personal data we shall ensure that:

e We consider the benefits and risks, either to individuals or the Church, of sharing the data,
along with the potential results of not sharing the data;

e We are clear about with whom we can share the data.

e We do not disclose personal data about an individual to an external organisation without
first checking that we have a legitimate reason to do so (see above ‘Lawful bases’
section).

¢ If we must transfer or share data, we do so using appropriate security measures;

e |f we are sharing data outside of the UK, we take particular care to ensure that the
destination country meets all the necessary requirements to protect the data.

5.1 Cloud Storage
Data held in the office is stored on the cloud and this means that the data of people could
be transferred to a country that is not covered under the UK Adequacy Regulations?.

5.2 Live Streaming

As services are being live-streamed, individuals can be identified. Live Streaming is done via
dedicated web-cams. To ensure that data protection is not breached, a number of
safeguards need to be in place which include For our regular services, those who are
involved with leading the services, and those who are on the camera are advised and where
necessary, parental permission is obtained. If a funeral or wedding is being live-streamed this
is sfreamed to You-Tube with a private link which is provided to the family; this protects the
privacy of those who appear on camera.

5.3 CC1V
CCTV is backed up on site and the system is maintained by an external company on a
contract basis. CCTV only covers the exterior (including exterior doors and path) and not
internal areas. Only authorised individuals can access the CCTV images subject to the
guidelines® if requested by the police, images will be passed to them.

5.4 Donations
St. Michael & All Angels Church, Sandhurst encourage people to give through the Parish
Giving Scheme and they are the data conftrollers of the information that they collect and
their privacy policy can be found at hitps://www.parishgiving.org.uk/privacy-
policy/#:~:text=If7%20you%20have%20told%20us, personal%20detaqils%20will %620b e %20disclos
ed.

2 https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/international-transfers/international-transfers-a-guide/#Q1
3 https://www.churchofengland.org/sites/default/files/2023-08/parish-cctv-guidance.docx
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10.

1.

Donations through ‘Give allittle’ St. Michael & All Angels Church remain the data controllers
of any data that we collect.

Safeguarding

On occasions safeguarding may come into conflict with data protection. As safeguarding is
of paramount importance the need to safeguard will always override data protection
matters. The Safeguarding policy of St. Michael and All Angels church covers images of
children and vulnerable adults.

Age Consent

Under the legislation the age of consent for people to provide consent for their personal
data to be used is 13 (thirfeen); however at St. Michael and All Angels Church, Sandhurst, all
people under 16, parental consent will be obtained.

Cookie Policy

A “cookie” is a small text file which collects data about the websites you visit. St. Michael
and All Angels’ doesn’t directly collect cookies, however our website provider does. Our
cookie policy is attached to this policy as Appendix 2 and can also be found on our website.

Data Breach Process

A personal data breach means the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data. This includes breaches that are the
result of both accidental and deliberate causes.

There will be a personal data breach whenever any personal data is lost, destroyed,
corrupted or disclosed; if someone accesses the data or passes it on without proper
authorisation; or if the data is made unavailable, for example, when it has been encrypted
by ransomware, or accidentally lost or destroyed.

Our process for dealing with breaches in data protection is outlined in Appendix 3.

Subject Access Request Process

Under the legislation people are entitled to ask to review the information we hold about
them. This is known as a “Subject access Request”. Our process for dealing with Subject
Access Requests are outlined in the process in the attached Appendix 4 and is also on our
website.

Best Practices for Handling, storing and disposing Data

All staff and volunteers will use the most appropriate and secure methods for storing and

disposing of personal data and they will be requested to comply with the best practices

for handling personal data set out below.

a) Email correspondence: A new email per subject to ensuring that all relevant information
is included. Using BCC to send out emails to groups.

b) Noft re-using old lists / information unless permission has been obtained.

c) To ensure that data stored is up-to-date and that once an event has passed to ensure
the data is confidentially shredded/destroyed.

d) Not to pass personal contact details onto other people unless they have provided their
permission.

e) Only using the personal data for the reason it was collected for. For example, churchyard
helpers can only be contacted about matters relating to the churchyard.

f) Ensuring that where photos are taken at church events, people in those photos are aware
that their photo may be used in church publications, social media and on the web.

g) When using personal computers, ensuring that good computer practice is maintained,
this includes having current anti-virus and the devices are password protected.

h) Keeping personal data securely and ensuring that only those directly using the data have
access to it.



12. Renewal of Policy
Data Protection will be a regular item on Parochial Church Council meeting agendas to
ensure that data protection is regularly reviewed in light of the activities we undertake and
this policy, along with all appendices will be renewed every two years.

The following appendices are an integral part of this Data Protection Policy

Appendix 1: Data Privacy Notice
Appendix 2: Cookie Policy
Appendix 3: Data Breach Process

Appendix 4: Subject Access Request Process
10" July 2024



Appendix 1
DATA PRIVACY NOTICE

The Parochial Church Council (PCC) of St Michael and All Angels’, Sandhurst

1. Your personal data - what is it?

Personal data relates to a living individual who can be identified from that data. Identification can
be by the information alone or in conjunction with any other information in the data controller’s
possession or likely to come into such possession. The processing of personal data is governed by
the UK General Data Protection Regulation (the “UK GDPR").

2. Who are we?

The PCC of St. Michael and All Angels’, Sandhurst is the data controller (contact details below). This
means it decides how your personal data is processed and for what purposes. This includes the
different groups of St. Michael’s, (for example choir).

3. How do we process your personal data?

The PCC of St. Michael and All Angels’, Sandhurst complies with its obligations under the UK GDPR
by keeping personal data up to date; by storing and destroying it securely; by not collecting or
retaining excessive amounts of data; by protecting personal data from loss, misuse, unauthorised
access and disclosure and by ensuring that appropriate technical measures are in place to protect
personal data.

We use your personal data for the following purposes: -

o To enable us to provide a voluntary service for the benefit of the public;

o To administer membership records;

o To fundraise and promote the interests of St. Michael and All Angels Church;

o To manage our employees and volunteers;

) To maintain our own accounts and records (including the processing of gift aid
applications);

o To inform you of news, events, activities and services running at St. Michael and All Angels
Church.

o To run specific activities connected to St. Michael and All Angels Church.

. Our processing also includes the use of CCTV systems for the detection and prevention of
crime

o To process Gift Aid donations/applications

o To contact individuals via surveys to conduct research about their opinions of current

services or of potential new services that may be offered.

4. What is the legal basis for processing your personal data?
e Explicit consent of the data subject so that we can keep you informed about news, events,
activities and services and keep you informed about parish events.
e Processing is necessary for carrying out legal obligations in relation to Gift Aid or under
employment, social security or social protection law, or a collective agreement;
e Processing is carried out by a not-for-profit body with a political, philosophical, religious or
trade union aim provided: -
o the processing relates only to members or former members (or those who have regular
contact with it in connection with those purposes); and
o thereis no disclosure to a third party without consent.

5. Sharing your personal data

Your personal data will be treated as strictly confidential and will only be shared with other
members of the church in order to carry out purposes connected with the church including the
running of the church and the groups within the church, as applicable. We will only share your
data with third parties outside of the parish with your consent (for example, to recover tax on Gift
Aid donations). Your personal data may be stored on “cloud” servers which may or may not be in



the a country covered by the UK Adequacy arrangements.. In the event of a crime or a possible
crime being committed, images from CCTV may be passed to the police without your consent.

6. How long do we keep your personal data4?

We keep your personal data in accordance with the guidance set out in the guidance from the
Church of England, which is available from the Church of England website [see footnote for link],
where multiple documents exist the latest available will be used.

Specifically, we retain electoral roll data while it is still current (it is renewed every 6 years); gift aid
declarations and associated paperwork for up to 6 years after the calendar year to which they
relate; and parish registers (baptisms, banns, funerals, burials) permanently.

7. Your rights and your personal data
Unless subject to an exemption under the UK GDPR, you have the following rights with respect to
your personal data: -
e Theright to request a copy of your personal data which the PCC of St. Michael and Al
Angels Church. holds about you;
e Theright to request that the PCC St. Michael and All Angels Church corrects any personal
dataif it is found to be inaccurate or out of date;
e The right to request your personal data is erased where it is no longer necessary for the
PCC St. Michael and All Angels Church to retain such data;
e The right to withdraw your consent to the processing at any time
e Theright to request that the data controller provide the data subject with his/her personal
data and where possible, to tfransmit that data directly to another data controller, (known
as the right to data portability), (where applicable)
e The right, where there is a dispute in relation to the accuracy or processing of your
personal data, to request a restriction is placed on further processing;
e The right to object to the processing of personal data, (where applicable)
e Theright to lodge a complaint with the Information Commissioners Office.

8. Further processing

If we wish to use your personal data for a new purpose, not covered by this Data Protection
Notice, then we will provide you with a new notice explaining this new use prior fo commencing
the processing and setting out the relevant purposes and processing conditions. Where and
whenever necessary, we will seek your prior consent to the new processing. In the event that there
is a conflict between our data privacy notice and safeguarding policy, then safeguarding policy
takes precedence.

9. Contact Details
To exercise all relevant rights, queries or complaints please in the first instance contact the Parish

Office at St. Michael and All Angels' Church, Lower Church Road, Sandhurst, Berkshire, GU47 8HN;
01252 873030; office@stmichaels-sandhurst.org.uk

You can contact the Information Commissioners Office on 0303 123 1113 or via email
https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office, Wycliffe
House, Water Lane, Wilmslow, Cheshire. SK9 5AF.

Approved by PCC on 10" July 2024

4 Details about retention periods can currently be found in the Keep or Bin — the Care of Church Records located on the Church of
England website at: - https://www.churchofengland.org/sites/default/files/2017-11/care_of parish_records keep or bin_-
2009_edition.pdf
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Appendix 2
St. Michael and All Angels’ Church, Sandhurst
Cookie Policy

In accordance with European law on cookies and data protection, when people visit our website
(www.stmichaels-sandhurst.org.uk) people are asked if they accept cookies or not.

The St Michaels Church website does not collect any personal data, and we do not directly save
or use any data in cookies.

However the website is created and hosted by Weebly, who automatically insert cookie handling
for their own purposes. This is outside our control, and the detail is the responsibility of Weebly. On
first visit fo the site, users are invited to opt-in to the use of cookies, and to the best of our knowledge
this complies with the relevant UK GDPR legislation.

Approved by PCC 10t July 2024
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Appendix 3
Data Protection Breach

St. Michael and All Angels Church takes its responsibility under the UK GDPR legislation seriously and
is committed to ensuring that all personal data which is held is done so in a secure manner and that
only authorised individuals have access to the data.

A personal data breach means the accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data. This includes breaches that are the result of both
accidental and deliberate causes.

Anyone can report a breach to the Rector and Churchwardens.

Breach Process

The following process will be followed:

1) A breachis identified

2) Rector and Churchwardens are informed

3) Record the breach on the log which will ensure that appropriate corrective actions are
implemented.

4) Within 7 days, Rector and Churchwardens assess the severity of the breach and identify the
root cause of breach. The items assessed be the likelihood and severity of the resulting risk to
people’s rights and freedom. This includes

a. Result in physical, material or non-material damage include but not limited to,

i. Loss of control over their personal data

ii. Limitation of their rights

ii. Discrimination,

iv. identity theft or fraud
v. Financial loss
vi. Damage to reputation

5) Identify the people affected by the breach.

6) Review the policies, procedures and training.

7) The Churchwardens/Rector will notify the Diocesan Secretary, the Diocesan registrar and if
advised the Information Commissioner within 72 hours (UK GDPR mandatory timeline)

8) If applicable, inform the individuals affected about the breach.

Failure to report a breach to the ICO (if required) can result in a significant fine up to 2% of our
turnover.

Sample Data Breach Log

Date Details of | Person Severity Corrective
Breach Reporting Actions

Approved by PCC 10t July 2024



Appendix 4
Subject Access Request Process for
St. Michael and all Angels Church, Sandhurst

St. Michael and All Angels Church, Sandhurst acknowledge that under Data Protection legislation,
one of the rights of individuals is to request what information we hold on them.

Anyone is entitled to make a subject access request on behalf of themselves and they should make
this in writing (either handwritten or email) to the Rector and Churchwardens who can be
contacted via the Parish Office.

The Rector and Churchwardens will then respond to the enquirer within 1 calendar month of the
request being made. If for some reason there would need to be a delay in responding to the
request (for example of the Christmas and Easter periods) then we will inform the person as soon as
possible and advise them when the response will be made by.

In accordance with the data protection legislation, there will be no charge for this request or for
responding.

If any data is found to be inaccurate then St. Michael and All Angels will take all reasonable steps
to correct this data wherever possible, the exception for correcting personal data will be where the
entries are the registers.

10 July 2024



